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Proprietary Notices 

 

1. Legal Disclaimer 

The use of DOME is subject to Veridify’s standard license terms and conditions as set forth in the DOME 

Building Automation Starter Kit - Proprietary Notices; License Terms and Conditions (“Standard Terms”), as 

well as the Software-as-a-Service Agreement. This documentation does not expand or otherwise modify 

Veridify’s Standard Terms or mutually, in writing, agreed upon terms, including, but not limited to, the 

disclaimers and warranties expressed therein. 

2. Copyright Notice 

Copyright © 2019 - 2022 Veridify Security Inc. All rights reserved. 

Third Party notices, terms, and conditions pertaining to third-party software and hardware can be found at:  

https://www.veridify.com/terms-of-use/ 

3. Trademark Notice 

Device Ownership and Management Enrollment, and DOME are trademarks or service marks (individually and 

collectively, “Marks”) of Veridify Security Inc. (“Veridify”). The Marks displayed in this documentation or on any 

hardware or in any software represent some of the proprietary rights currently owned or controlled by Veridify 

and are not intended to be a comprehensive compilation of all Veridify’s worldwide proprietary ownership 

rights. See, https://www.veridify.com/terms-of-use/ for representations of additional Marks owned or 

controlled by Veridify and additional guidance with respect to Veridify Marks All other trademarks and service 

marks, which may be registered in certain jurisdictions, belong to the holder or holders of such marks. 

4. Patent Notice 

DOME is protected by certain patents. In accordance with the virtual marking provisions of the American 

Invents Act, 335 U.S.C. 287(a), See, https://www.veridify.com/terms-of-use/, which enumerates the list of 

products and components that may be protected by one or more patents, or patents pending in the U.S. and 

elsewhere. Certain third-party components embedded in DOME may be protected by certain patents of such 

third-party; reference should be made to the third-party documentation. 
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DOME™ Building Automation Starter Kit — Getting Started Guide 

 

NOTE: This starter kit provides the ability to test or deploy DOME for a limited number of devices. 

Deployment for a full building will require additional DOME Sentry devices. 

 
1. About this guide 

The DOME Building Automation Starter Kit enables system integrators to install a fully functioning pilot scale 

implementation of Veridify’s DOME cybersecurity protection for building automation. For a typical building, 

you will install a DOME Sentry™ security gateway to protect the Building Automation System (BAS) controller, 

and a second DOME Sentry to protect a BACnet device as shown in Fig. 1. The DOME Sentries form a secure OT 

network that provides root of trust authentication as well as data protection between all devices on the secure 

network. Lastly, you will install a DOME Interface Appliance ™ (DIA™) that will enable the secure onboarding of 

the DOME Sentry devices. Once the OT network is up, the DIA will receive log messages from each of the 

Sentries and forward those to the DOME Server for anomaly detection and inclusion in a security dashboard. 

 

  Fig. 1. Starter kit architecture 
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2. Overview of DOME Building Automation Starter Kit 

Your starter kit contains everything you need to provide basic protection for a building. 

2.1. Kit contents (see Fig. 2.) 

Your DOME Starter Kit contains: 

- Two (2) DOME Sentry devices 

- One (1) DOME Interface Appliance (DIA) 

- One (1) DIA power supply – included with DIA 

- One (2) USB console cables to connect to the Sentry devices 

- Four (4) ethernet cables 

- Documentation set 

Not included in kit: 

- 24VAC Power supply for DOME Sentry devices 

- HDMI Monitor (to configure DIA) 

- USB Keyboard (to configure DIA) 

- BACnet/IP devices and controllers 
 

 

Fig. 2. DOME Starter kit contents 
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3. Documentation and procedures 

You will refer to several documents that will guide you through the process of qualifying a site for installation, 

installing the equipment, setting up accounts, and testing the installation. 

Documentation included in the kit: 

DD-0010 Getting Started Guide (this document) 

DD-0011 Site Prequalification 

DD-0012 Site Survey Guide 

DD-0013 Installation Guide 

DD-0014 DOME SaaS Account Registration 

DD-0015 Testing and Troubleshooting Guide 

DD-0016 Proprietary Notices; License Terms and Conditions 

It is recommended to read the documentation in the order presented here (i.e., DD-0010 – DD-0016). 
 

4. Technical Support 

Please direct all technical support inquiries to: support@veridify.com or by phone: 203-227-3151 (Option 6) 

 

mailto:support@veridify.com

