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Cyber Attacks on Industrial/OT Networks are Growing

FACTORY | CYBERSECURITY

attacks targeting ICS/SCADA devices.

New Industrial Control System Security Threat

The U.S. government's Cybersecurity and Infrastructure Agency issues new alert about

Automationorld

Cyber-Attacks on Industrial Assets Cost Firms Millions.

June 02, 2022
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CYBERATTACK IMPACT
What consequences did cyberattacks make in the organizations in the last 12 months?
Supply Affected Disruption 4 days or more
89% 56%

@

LIKELIHOOD AND RECOGNIZED CAUSES
How many times did the organizations face disruptions in the last 12 months?

6-10 times
disrupted

inthe last 12 month

44%

Average amount of damage
$2.8 million

B\

Disruptions from OT source
Zero [ 10%
1to Sincidents [ NN 45 %
6to 10incidents [N 34 %
11to 15incidents [l 10%
16to 20incidents | 1%
More than 20 incidents 0%

w

ecurity Outcomes

93% of organizations
@ had 1+ intrusions

in the past year;

78% had 3+

o

61% of intrusions
impacted OT
systems

90% of intrusions
required hours or
longer to restore

service

The State of Industrial Cybersecurity, May 2022 | Trend Micro
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Securlty

2022 State of Operational Technology and Cybersecurity Report | Fortinet

A Third of Industrial Control Systems Attacked in H12021
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Today’s OT Cybersecurity Solutions are Re-Active

Dwell times are still measured in the range of days, weeks, and months

Identify Devices Watch for Intrusion “Identified” Intrusions
Asset Database Risk Assessment Actionable Data
Classification Anomaly detection Network segmentation
Analytics IT Staff intervention

Useful capability...but does not stop attacks

Securing the Internet of Things™



Multiple Standards / Guidelines / Frameworks

_ . ISA/IEC 62443 Security for Industrial
Controls for Information Systems .

and Organizations

NIST SP 800-207 Zero Trust Architecture

NIST e @

ISO 22301:2019 Security and resilience — Business ATT&CK7 fﬂ[ 'CS .
continuity management systems — Requirements

ISO/IEC 27001 — Information security, cybersecurity
and privacy protection — Information security

management systems — Requirements TR
1S0| | MITRE

Veridify Securing the Internet of Things™
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Applying Standards / Guidelines / Frameworks

All of the these are standard / guidelines / frameworks are
useful

The multitude and scope leads to complexity and significant
effort to implement

Compliance & Certification
* How do you really know if there is compliance?

 Certification is not available for all items.

Gap in real-time protection for individual devices

Securing the Internet of Things™
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Why Zero Trust?

Zero Trust - a security framework requiring all users/devices to be
authenticated, authorized, and continuously validated for before
being granted or keeping access to applications/data/devices

01010 _— -
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Identity Endpoints Data Apps Infrastructure Network

Zero Trust is PRO-ACTIVE security framework than can
prevent/stop damage from attempted cyber attacks

Securing the Internet of Things™




* Cybersecurity for devices at the edge

™ e Commercial, Public Sector, and DoD
m e Solutions for OT networks, buildings and
b y i
e”d'fy critical infrastructure that STOPS attacks

Security
e 18+ years of delivering security solutions

Developed in partnership with

/TR
ISO 1 ADMNTECH
NS 2o 2022 TOP PICK
IS0 26262 eida Sty and “{yﬂf .
ASIL D Certified 2019 I n te I aWS
® - — ..-:T
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DOME Provides Device-Level Protection
o NlST-COmpliant Machine Vision
* Authenticates all edge devices

* Protects Data and Commands

* Manages Connections abiics
* Automates Certificate Mgmt ‘ﬂ,
* Monitors and Alerts H%ﬁ
Easy-to-Implement Sensors
Solution that
STOPS Cyber Attacks e
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Unprotected Industrial Network

Controller

ICS Edge

Components
No Built-In Security
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Unprotected Network
Message Info and Data are Visible

‘ *Ethernet 2 = ] X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE 4 ® ERE Rex>ZF LE/IEQaQaAH

(I [not arp and not ssdp =3 -]+

No. Time Source Destination Protocol  Length Info

5555 6356.964174  192.168.1.201 192.168.1.202

5556 6356.964174 192.168.1.201 192.168.1.202 TCP
5557 6357.008653 192.168.1.202 192.168.1.201 TCP

5558 6357.008653 192.168.1.201 192.168.1.202 RSL 60 [Malformed Packet: length of contained item exceeds 1

566 6357.011763 192.168.1.201 192.168..292 TCP 60 62641 » 5000 [ACK] Seq=10 Ack=2 Win=262656 Len=0

5562 6357.011763 192.168.1.202 192.168.1.201 TCP 60 5000 » 62641 [ACK] Seq=2 Ack=11 Win=2097920 Len=0
5572 6369.019241  fe80::7ec2:c6ff:fed.. ff02::2 ICMPv6 70 Router Solicitation from 7c:c2:c6:47:42:29 I
> Frame 247: 156 bytes on wire (1248 bits), 156 bytes captured (_| 9906 7c c2 c6 48 B4 bl 7¢c c2 ¢6 47 42 29 08 @@ 45 00 | -H-
> Ethernet II, Src: TP-Link_47:42:29 (7c:c2:c6:47:42:29), Dst: 1| 9910 00 8e a7 51 48 @0 40 11 @e 26 c6 a8 01 cb co a8 Q@ @
» Internet Protocol Version 4, Src: 192.168.1.203, Dst: 192.168. ggig gé o ig ;3 52 Zg gg Z; :g ig ;g g? :i gg ;’g gg #(T( é
v User Datagram Protocol, Src Port: 9000, Dst Port: 9000 2646 3e 00 47 71 c4 2F 50 5d 10 a® de el 36 bl 3f 63 5. Gq /P]
Source Port: 9000 0050 @b @5 96 5a 7f 2d 74 bc 7f 1 a5 b7 e2 61 67 8f ‘Zoot
Destination Port: 9000 0060 90 a6 al 7a 8d 9b 34 43 @0 18 4e Of dd dd b5 98 .-z -4
LTS 25 B0 15 57 95 75 a4 f 10 AF 1005 00 10 db 8 bE 78 7w 0
L s
CRECISUN; '9x1915 CanverLFiEu] 2090 bf 95 4d 18 62 f2 5f 80 4@ 65 9d 26 SMbe_
[Checksum Status: Unverified]
[Stream index: @]
> [Timestamps]
UDP payload (114 bytes)

Veridify Securing the Internet of Things™
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DOME Protects New & Existing Industrial Networks

- %?6 . Data logging ICS Edge
B iy~ IVICS Components
P : |+ Alerts

0—© (cﬂ)

& DOME /' i \ﬁ

Eiard 1Lk
Controller = I
A | SENTRY : - u
0 ©---0)

1)
Secure Enclave
Encompass one or more zones

_
DOME'
SENTRY

A

Veridify Securing the Internet of Things™



e

DOME Sentry — Protection for Existing Devices

NIST Zero Trust framework
* all data packets authenticated and encrypted between devices
* blocks all attacks

Auto Configuration
* Network parameters
» Security parameters (keys, certs, etc.)
* Auto discovery of devices for some protocols

Centralized Control
* Local firewall (port/service block)
* Allowed/denied peers (whitelisting)

Detailed Logging
* Traffic analytics
* blocked attacks/other anomalies

Securing the Internet of Things™



DOME All Traffic Protected

M *Ethernet 2 - a X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A de " IHREG ReEFTI5 EQaQaaQH
(W ot arp and not ssdp -]+
No. Time Source Destination Protocol Length Info
6118 6558.495741  192.168.1.206 192.168.1.255 NBNS 92 Name query NB WWHVQXTBK<@@>
6123 6569.483698 192.168.1.203 192.168.1.204 DTLS 162 Continuation Data
6124 6569.488695 192.168.1.204 192.168.1.203 B 1l6g : i
6125 6569.491924  192.168.1.203 192.168.1.204 DTLS 15I Continuation Data
6126 6569.491924  192.168.1.203 192.168.1.204 DTLS 156 Continuation Data
6127 6569.544262 192.168.1.204 192.168.1.203 DTLS 156 Continuation Data
6128 6569.547342  192.168.1.203 192.168.1.204 DTLS 156 Continuation Data
6129 6569.556878 192.168.1.204 192.168.1.203 DTLS 156 Continuation Data
61308 6569.560099  192.168.1.203 192.168.1.204 DTLS 156 Continuation Data
6131 6569.560099  192.168.1.203 192.168.1.204 DTLS 156 Continuation Data
L 6132 6569.567067 192.168.1.204 192.168.1.203 DTLS 156 Continuation Data I
> Frame 247: 156 bytes on wire (1248 bits), 156 bytes captured ( 0o08  7c c2 c6 48 84 bl 7c c2 «¢6 47 42 29 08 00 45 @0 |--H
> Ethernet II, Src: TP-Link_47:42:29 (7c:c2:c6:47:42:29), Dst: 1 ggif g? 8e ;g g; gg gg gg %1 2; ig ge gg g; ;g gg gg "#%gi@'
. . . 1020 cc a c o -2
> Internet Protocol Version 4, Src: 192.168.1.263,.Dst:’192.168. 2030 10 el b@ 8d 7b o6 88 47 49 49 8b af ef 26 33 22 .. {4
v~ User Datagram Protocol, Src Port: 9008, Dst Port: 9000 0040 3e @0 47 71 ¢4 2f 50 5d 10 a@ de el 36 bl 3f 63 >-Gq-/P]
Source Port: 900 0656 @b @5 96 5a 7f 2d 74 bc 7f f1 a5 b7 e2 61 67 8f R T AR
Destination Port: 9000 6060 90 a6 al 7a 8d 9b 34 43 00 18 4e ©f dd dd b5 98 --.z--4d
3 G070 fb 60 bl 9c 91 4f da 76 9f 58 e2 bd 13 d4 72 ee -T-.-0-¢
Length: 122
. e G080 19 2f 95 75 d4 fd 1b 4f 19 95 00 10 db d8 b6 8 -/-u---d
Chcksum: @x3015 [[wmverified] 2090 bf 95 4d 18 62 f2 5f 80 48 65 9d 26 ~M-b-_-
[Checksum Status: Unverified]
[Stream index: @]
> [Timestamps]
UDP payload (114 bytes)

Veridify Securing the Internet of Things™

Securny




DOME Stops Attacks and Unauthorized Traffic

4
wa® R e dS EQQaH
Request from [l] | not arp and not ssdp -] +
Un-Authenticated No. Time Source Destination Protocol  Length Info

. . 5253 6172.623116 .168.1.204 i % [ 5000
Device & Retries [

5255 6172.740336 .168.1.204 . 2 I 5000

, ! 5 1 1 TCP TCP

5258 6173.253502 .168.1.204 192.168.1. 5000

3 35  192.16 205 1 .1.20 P 66 [TCP

5260 6173.761135 .168.1.204 192.168.1. 5000

52 6 26 16 - 192.168 0 TCP 66 [TCP

5263 6174.269137 168.1.204 192.168.1. 5000
192 5

5265 6174.775702 .168.1.204 192.168.1. 5000

Messages BIOCkEd » Frame 247: 156 bytes on wire (1248 bits), 156 bytes captured (1: c6 47 42 29 08 00 45 @8 |«-H--|
> Ethernet II, Src: TP-Link_47:42:29 (7c:c2:c6:47:42:29), Dst: TP @e 26 c@ a8 @1 cb c@ a8 Q@-@

Internet Protocol Version 4, Src: 192.168.1.203, Dst: 192.168.1 :g 13 ;; 2?: ch gg g‘; gg #(’E(:é

User Datagram Protocol, Src Port: 9000, Dst Port: 9000 10 20 de el 36 bl 3f 63 >-Gq-/P]

Datagram Transport Layer Security 7f f1 a5 b7 e2 61 67 8F Z .t
00 18 4e ©f dd dd b5 98 z--4C
9f 58 e2 bd 13 d4 72 ee ; 0-v
19 95 00 10 db d8 bbs f8 /u O
40 65 9d 26 M-b
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DOME “Cybersecurity In a Box”

Easy Installation and Immediate Protection

DOME SaaS/Dashboard DOME Interface DOME Sentry
Appliance (DIA) %

* Analytics Manages Cloud Connection * STOPS Cyber Attacks

Device Management * Works with Installed Devices
* 100% NIST Zero Trust Framework

e Zero Touch Onboarding

* Security Alerts

* Daily Status Email Credential Management

Data Logging Capture
* |Installs in Under 60 seconds

* No IT or Cyber Skills Needed

DOME supports “No Cloud Connectivity” option _
* Protects 1:1 and 1:Many Devices

Veridify Securing the Internet of Things™



DOME Cybersecurity Made Easy

STOPS Cyber Attacks

* Real-time protection to the edge

e Only purpose-built solution for edge devices™ -

Fully Packaged Cybersecurity Solution AAaaes || (5| g
* Eliminates need for IT / Cybersecurity resources d

* Installs and protects in under 60 seconds

Works with New and Existing Devices

* Protection/Encryption between devices

* Supports commonly used IP network protocols

Veridify Securing the Internet of Things™
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Risk Management Framework: DOME Compliance
NIST 800-53

Device Authentication & Proof-of-Ownership  AC-3, IA-{3,9}, MA-7, PM-30, SC-{12,13,17,43}, SR-{4,11,12}
(Mutual Authentication)

Zero-Touch Provisioning AC-{7,24}, CM-{6,7,8}, IA-3, MA-{6,7}, SC-{2,3,12,13,16,17,43}

Firmware Updates CM-11, SC-{8,9,34}, SI-{2,7}

Device Management AC-21, CA-9, CM-{10,11}, 1A-{3,10,11}, IR-5, MA-{2,6,7}, PL-9, SC-{2,3,16,43,45}, SI-{6,10}

Key/Certificate Updates (Re-Provisioning) CA-9, CM-{6,7}, IA-{3,9,10,11}, MA-{6,7}, SC-{12,13,16,17}

Network Authentication AC-{3,4,7,17,24}, CA-9, 1A-{3,9,10,11}, SC-{7,11,13,24,32,50}

Device-to-Device Authentication AC-{3,4,7,17,24}, CA-9, IA-{3,10,11}, SC-{3,4,7,11,12,13,32,50}

Communication Encryption AC-{3,4,17,24},5C-{3,4,7,8,9,10,11,12,13,23,24,32,48,50}

Auto-Configuration (DOME Sentry) AC-{3,24}, CM-8, MA-{6,7}, PM-5, SC-{3,41,45}

Integrations (DOME Sentry) RA-5, SC-{4,28,34,41,45,49}, SI-{4,6,7}

Logging: AU-{2,3,4,8,9,11,12,13}, CA-7, CM-8, IR-5, PM-{5,31},SC-{12,13}, SI-{4,6,11,12}

Cloud Server Components CP-{6,7,9,10}, IA-{9,10,11}, IR-5, MA-{2,6,7}, PL-9, PM-{5,31}, PT-{2,4,5}, RA-5, SC-
{2,3,4,10,11,12,13,23,28,43,45,48,50}, SI-{4,7,10,12}

Overall System SC-{38,42}

Veridify Securing the Internet of Things™
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Applying DOME in the Purdue Model

"l - " rm
Enterprise [ laveal 5—|

Zone Site business planning Business logistic systems

" and logistic nelwork Eﬁ"i‘?f..“‘ |
g—i Demilitarized Zone (DMZ) ——

| ™
F o DOME
| Workstalions

[level 3 |
B o Control systems .
Contro eez]  Can be implemented

Zone Intelligent dewi
me|. . (Mo, (mo O e -
o (Boeo B0 Fhw%l from Levels 0-3 in the
| Sansors Actuators -
—0 X Dewio]] _ Purdue Model

Safety Functional safety
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Summary

Existing ICS/OT solutions are network-based
* Many solutions coming from the IT space
* Asset Inventory, Monitoring, Remediation are Re-Active
* Not stopping cyber attacks

Standards/Guidelines/Frameworks are helpful
* Multiple options add complexity

Zero Trust at the Device-Level (i.e. DOME)
* Pro-actively protects devices in real-time
 Stops cyber attacks from impacting edge devices

Securing the Internet of Things™



For More Information

Veridify

veridify.com

+1.888.272.1977
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